Tester:

Date:
Config:
TEST # COMPONENT  DESCRIPTION REQUIREMENTS PROCEDURE PASS/FAIL
1 Install Confirm the installer is 1. Install SecNet
creating an icon on the 2. Confirm there is a SecNet icon created on the desktop
desktop
2 Install Confirm that web browsing  [Install SecNet 1. Uninstall SecNet
and mail functions still work 2. Observe that Internet browsing still works correctly
correctly after uninstalling 3. Observe that email can still be sent and received
SecNet
3 |Startup Confirm you can start SecNet [1. Disable your network card in Windows [1. Start SecNet
without an Internet connection|2. Do not dial an Internet connection if on a [2. Observe you can start SecNet without Internet
modem or DSL connection
3. Observe you don’t get an Internet Explorer warning
in the right pane
4 |Main Menu Confirm that the displayed Take note of the SecNet version number 1. On the SecNet Main Menu click "Help" then select
SecNet version number is being tested "About SecNet"
accurate 2. Observe that the "About SecNet" dialog is displayed.
3. On the "About SecNet" dialog confirm the accuracy
of the SecNet version number.
4. On the "About SecNet" dialog click "Greene
Software Systems Home Page".
5. Observe that the default browser is opened to the
Greene Software Systems home
5 |Privacy Manager |[Cookies are reported in Delete all cookies via the browsers options |1. Enable "Privacy Manager"

"Manage Cookies"

2. Navigate to a web site to get some cookies dropped
(e.g. www.msn.com)

3. Go to "Privacy Manager - Manage Cookies" in
SecNet

4. Verify that domains for the sites that left cookies
appear in the "Web sites that left cookies™ list

5. Click on the "Cookie details" link

6. Verify that each of the cookies for a particular
domain are listed in the "This list contains all the
cookies on your computer" list

7. Select any one of the cookies

8. Verify that the information that appears in "Selected
cookie's details" is accurate, by comparing the contents
to what you see when examining the cookie to what
another cookie reader reports (e.g. Cookie Monster)




Browsing

Confirm you can browse
normally with SecNet

1. Open SecNet
2. Go on a web site (lots of graphics) and browse
3. Observe you can view all pages without faults

Browsing

Confirm you can browse on
SSL protected sites

1. With your browser and SecNet open, go to these
suggested sites and browse to the section where you can
buy something:

- http://www.admission.com

- http://www.ebay.com

- http://www.ticketmaster.com

2. observe you can properly view the pages for each
sites

3. observe you can see the padlock or other icon

meaning the browser is SSL protected in the browser
window

Browsing

Confirm that SSL cookies are
collected properly and handed
back to the server when asked

Find a proper SSL sites that serve SSL
cookies and Look for them

1. Go on a SSL protected site that set cookies

2. Observe that cookies are being properly collected in
the cookie jar

3. go back to the site and see if you are collecting a new
cookie or the same cookie is being updated

Note: We need to find a proper SSL cookie site to put
in this test and adjust the procedure accordingly.

Online Help

Confirm that Online Help is
available on the main SecNet
menu.

SecNet must be opened to the default home
page

1. On the SecNet Main menu click "Help" then select
"SecNet Help".

2. Observe that the SecNet help dialog is opened
displaying the Welcome information for the current
version of SecNet.

10

Diagnostics

Confirm the Diagnostics
provides the capability to run
all tests

1. On the Diagnostic Welcome page select "Perform all
Tests" then click "Next".

2. Observe that all tests are executed.

3. Observe that a Diagnostic dialog is displayed stating
that there were no errors.




