Requirement Type

Requirement Type Meaning Count Percent Classification Meaning Count Percent

Requirement met. Supported in SecNet 4.2.x 81 45 OK Requirement Supported 81 45

Testing may yield inconclusive results even
requirement. though SecNet operates correctly. 17 9 NS Requirement Not supported 63 35

Requirement missing. 2 1 IN Requirement Incorrect, Incomplete, or Misleading 38 21
Requirement refers to a feature not implemented

Feature Not Supported. in SecNet 4.2.x 35 19 total 182 100
Additional information is required to make

Incomplete. requirement testable. 24 13

Not supported in version 4.2.x_|Not supported in version 4.2.x 23 13

total 182 100

O Requirement met.

B Misleading requirement.
OEmpty.

O Feature Not Supported.
Wincomplete.

0 Not supported in version 4.2.x

Requirement Distribution

@ Requirement Supported
B Requirement Not supported

O Requirement Incorrect, Incomplete, or
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Requirement

Description

Severity |

GSS Type

GSS Response

GSS Comment

GSs
Classification

Platform Requirements

PLO1

PLO2

PLO3
PLO4
Instal
INOL
INO2
INO3
INO4

INO5

The product will work on the Windows 98
platform to include SE/ME (ME covers
Windows 98 Service Pack 1

The product will work on the Windows NT
platform with SP5

The product will work on the Windows 2000
platform with SP2

The product will work on the Windows XP
platform with SP1

| Requirements

The product must install via an executable file
The product must create a Desktop shortcut
The product must create a program group
Web browsing functionality will continue to
work once the product has been installed

Email functionality will continue to work once
the product has been installed

Uninstall Requirements

UNO1

UNO02

UNO3

UNO4

The product must uninstall via an uninstall
utility

The product must remove all traces of the
SecNet software from the users system once
the uninstall feature is run

Web browsing functionality will continue to
work once the product has been removed
Email functionality will continue to work once
the product has been installed

Product Requirements

PRO1

PR02

PRO3

PRO4

PRO5

PRO6

PRO7

PRO8

PR09

PR10

PR11

PR12

PR13

PR14

PR15

PR16

PR17

PR18

PR19

The product will notify the user if previous
firewall software is detected.

The product will notify the user if previous
anti-virus software is detected.

The product will notify the user if previous
anti-spyware software is detected.

The product will notify the user if previous
pop-up blocking software is detected.

The product will notify the user if previous
parental control software is detected.

The product will notify the user if previous
privacy manager software is detected.

The product will support the operation of
Internet Explorer version 5.0.1 SP2 or later.

The product will support the operation of
Netscape version 4.7.2 or later.

The product will support the operation of
Mozilla version 1.6 or later.

The product will support the operation of
Opera version 5.x or later.

The product will support the operation of the
MSN Instant Messanging client version 5.x or
later

The product will support the operation of the
AOL Instant Messanging client version 5.x or
later

The product will support the operation of the
Yahoo Instant Messanging client version 5.x
The product will support the operation of the
mIRC Instant Messanging client version 4.x or
later

The product will support the operation of the
Kazaa P2P client version 2.x or later

The product will support the operation of the
iMesh P2P client version 4.x or later

The product will support the operation of the
BitTorrent P2P client version 3.x or later

The product will support the operation of the
Morpheus P2P client version 4.x or later

The product will notify the user if Norton
firewall version 5.x is installed

GSS software must run on a PC
loaded with Windows 98 C
GSS software must run on a PC
loaded with Windows NT, Service
Pack 5 C
GSS software must run on a PC
loaded with Windows 2000,

Service Pack 2 C
GSS software must run on a PC
loaded with Windows XP, C

GSS software must install via a

setup program C
The GSS install program must

create a Desktop shortcut |
The GSS install program must

create a program group (e}
The GSS software will not impact
previous functionality C
The GSS software will not impact
previous functionality C

GSS software must uninstall via an
uninstall option C

GSS must be completely removed
from the system when the uninstall
option is selected. C
The removal of GSS software will

not impact previous functionality —C
The removal of GSS software will

not impact previous functionality ~C

GSS software must prompt the

user if previous firewall software is
installed |
GSS software must prompt the

user if previous anti-virus software
is installed |
GSS software must prompt the

user if previous anti-spyware
software is installed |
GSS software must prompt the

user if previous pop-up blocking
software is installed |
GSS software must prompt the

user if previous parental control
software is installed |
GSS software must prompt the

user if previous privacy manager
software is installed |
GSS software must work with
Internet Explorer 5.0.1 SP2 or

later. C

GSS software must work with
Netscape 4.7.2 or later. C

GSS software must work with
Mozilla 1.6 or later. NC

GSS software must work with
Opera 5.x or later. |

GSS software must work with MSN
Instant Messanging 5.x or later. C

GSS software must work with AOL
Instant Messanging 5.x or later. C

GSS software must work with

Yahoo Instant Messanging 5.x or
later. C
GSS software must work with

mIRC Instant Messanging 4.x or
later. C

GSS software must work with
Kazaa P2P client 2.x or later. C

GSS software must work with
iMesh P2P client 4.x or later. C

GSS software must work with
BitTorrent P2P client 3.x or later. C

GSS software must notify the user
if Norton Firewall 5.x or later is
installed C

Requirement met.

Feature Not Supported.

Requirement met.

Requirement met.

Requirement met.
Requirement met.
Requirement met.
Requirement met.

Requirement met.

Misleading requirement.

Incomplete.

Requirement met.

Requirement met.

Feature Not Supported.

Feature Not Supported.

Misleading requirement.

Feature Not Supported.

Feature Not Supported.

Misleading requirement.

Requirement met.

Incomplete.

Incomplete.

Incomplete.

Incomplete.

Incomplete.

Incomplete.

Requirement met.

Incomplete.

Incomplete.

Incomplete.

Incomplete.

Feature Not Supported.

The operating system requirements of SecNet do
not include Windows NT.

The SecNet software uninstalls trough
Add/Remove Program, accordingly to
specifications given by Microsoft for software
installed on there OS.

The Programs leaves behind the data/configuration
files under application data (user specific and all
user) accordingly to Microsoft specifications.

There is no such functionality implemented into
SecNet at this point in time.

There is no such functionality implemented into
SecNet at this point in time.

The Anti-Spyware tool is only part of SecNet 5.0.

There is no such functionality implemented into
SecNet at this point in time.

There is no such functionality implemented into
SecNet at this point in time.

The Privacy Manager tool is only part of SecNet
5.0.

Some of the tools in SecNet are IE specific or
partly IE specific. Some functionality will be missing
in Netscape as specified.

Some of the tools in SecNet are IE specific or
partly IE specific. Some functionality will be missing
in Mozilla.

Some of the tools in SecNet are IE specific or
partly IE specific. Some functionality will be missing
in Opera as specified.

SecNet will co-exist with the application however
SecNet will not interfere with the application (ex.
SecNet will not block ads displayed in the
application.)

SecNet will co-exist with the application however
SecNet will not interfere with the application (ex.
SecNet will not block ads displayed in the
application.)

SecNet will co-exist with the application however
SecNet will not interfere with the application (ex.
SecNet will not block ads displayed in the
application.)

SecNet will co-exist with the application however
SecNet will not interfere with the application (ex.
SecNet will not block ads displayed in the
application.)

SecNet will co-exist with the application however
SecNet will not interfere with the application (ex.
SecNet will not block ads displayed in the
application.)

SecNet will co-exist with the application however
SecNet will not interfere with the application (ex.
SecNet will not block ads displayed in the
application.)

SecNet will co-exist with the application however
SecNet will not interfere with the application (ex.
SecNet will not block ads displayed in the
application.)

There is no such functionality implemented into
SecNet at this point in time.

Assuming that the mention of
install is instead uninstall.

OK

NS

OK

OK

OK

OK

OK

OK

OK

NS

OK

OK

NS

NS

NS

NS

NS

NS

OK

OK

NS



PR20

PR21

PR22

PR23

PR24

PR25

PR26

PR27

PR28

PR29

PR30

PR31

PR32

PR33

PR34

PR35

PR36

PR37

PR38

PR39

PR40

PR41

PR42

PR43

PR44

PR45

PR46

PR47

PR48

PR49

PR50

The product will notify the user if McAfee
firewall is installed

The product will notify the user if Zone Labs
firewall version 4.x is installed

The product will notify the user if Blacklce
firewall version 3.x is installed

The product will notify the user if Norton Anti-
Virus version 2003 is installed

The product will notify the user if McAfee Anti-
Virus version 2003 is installed

The product will notify the user if Panda Anti-
Virus version 3.x is installed

The product will notify the user if AVG Anti-
Virus version 6.x is installed

The product will notify the user if AdAware
Anti-spyware version 5.x is installed

The product will notify the user if SpyBot Anti-
spyware version 1.x is installed

The product will notify the user if Popup
Defender version 6.x is installed

The product will notify the user if Popup
Blocker Pro version 4.x is installed

The product will notify the user if Net Nanny
version 5.x is installed

The product will notify the user if Cyber Patrol
version 6.x is installed

The product will support the operation of
previously installed parental control software
The product will support the operation of
previously installed download optimizer
software

The product will support the operation of the
third party provider AOL

The product will support the operation of the
third party provider NetZero

The product will support the operation of the
third party provider MSN

The product will support the operation of the
third party provider Earthlink

The product will support the operation of
previously installed privacy manager software
The product will support the operation of
Norton Anti-Virus software version 2003 or
later

The product will support the operation of
McAfee Anti-Virus software version 2003 or
later

The product will support the operation of
Panda Anti-Virus software version 3.x or later

The product will support the operation of AVG
Anti-Virus software version 6.x or later

The product will support the operation of
Norton Firewall software version 5.x or later

The product will support the operation of
McAfee Firewall software

The product will support the operation of
Zone Labs Firewall software version 4.x or
later

The product will support the operation of
Black Ice firewall software version 3.x or later

The product will place a icon in the system
tray when started.

The product will minimize to the system tray
when closed from the Desktop.

The product will operate without an internet
connection.

GSS software must notify the user
if McAfee Firewall is installed and
running on the users machine.
GSS software must notify the user
if Zone Labs Firewall 4.x or later is
installed and running on the users
machine.

GSS software must notify the user
if Blacklce Firewall 3.x or later is
installed and running on the users
machine.

GSS software must notify the user
if Norton Anti-Virus 2003 or later is
installed and running on the users
machine. C

(e}

GSS software must notify the user
if McAfee 2003 or later is installed
and running on the users machine.
GSS software must notify the user
if Panda Anti-Virus 3.x or later is
installed and running on the users
machine.

GSS software must notify the user
if AVG Anti-Virus 6.x or later is
installed and running on the users
machine. C
GSS software must notify the user

if AdAware Anti-spyware 5.x or

later is installed and running on the
users machine.

GSS software must notify the user

if SpyBot Anti-spyware 1.x or later

is installed and running on the

users machine. |
GSS software must notify the user

if Popup Defender 6.x or later is
installed and running on the users
machine. |
GSS software must notify the user

if Popup Blocker Pro 4.x or later is
installed and running on the users
machine. |

(e}

GSS software must notify the user
if Net Nanny 5.x or later is installed
and running on the users machine.
GSS software must notify the user
if Cyber Patrol 6.x or later is
installed and running on the users
machine. |
The GSS software will not impact
previous functionality of parental
control software. o}
The GSS software will not impact
previous functionality of download
optimizer software. C
The GSS software will not impact
previous functionality of third party
provider AOL

The GSS software will not impact
previous functionality of third party
provider NetZero

The GSS software will not impact
previous functionality of third party
provider MSN

The GSS software will not impact
previous functionality of third party
provider Earthlink

The GSS software will not impact
previous functionality of privacy
manager software. C
The GSS software will not impact
previous functionality of Norton
Anti-Virus software o}
The GSS software will not impact
previous functionality of McAfee
Anti-Virus software C
The GSS software will not impact
previous functionality of Panda Anti
Virus software C
The GSS software will not impact
previous functionality of AVG Anti-
Virus software C
The GSS software will not impact
previous functionality of Norton
Firewall software o}
The GSS software will not impact
previous functionality of McAfee
firewall C
The GSS software will not impact
previous functionality of Zone Labs
firewall software o}
The GSS software will not impact
previous functionality of Black Ice
firewall software o}
The GSS software will place an

icon in the system tray when the
application is launched. |
The GSS software will minimize

back to the system tray when the
application is closed from the
Desktop. |
The GSS software will launch

without having an internet
connection C

Feature Not Supported.

Feature Not Supported.

Feature Not Supported.

Feature Not Supported.

Feature Not Supported.

Feature Not Supported.

Feature Not Supported.

Misleading requirement.

Misleading requirement.

Feature Not Supported.

Feature Not Supported.

Feature Not Supported.

Feature Not Supported.

Requirement met.

Incomplete.

Requirement met.

Requirement met.

Requirement met.

Requirement met.

Requirement met.

Feature Not Supported.

Feature Not Supported.

Feature Not Supported.

Feature Not Supported.

Feature Not Supported.

Feature Not Supported.

Feature Not Supported.

Feature Not Supported.

Requirement met.

Requirement met.

Incomplete.

There is no such functionality implemented into
SecNet at this point in time.

There is no such functionality implemented into
SecNet at this point in time.

There is no such functionality implemented into
SecNet at this point in time.

There is no such functionality implemented into
SecNet at this point in time.

There is no such functionality implemented into
SecNet at this point in time.

There is no such functionality implemented into
SecNet at this point in time.

There is no such functionality implemented into
SecNet at this point in time.

The Anti-Spyware tool is only part of SecNet 5.0.

The Anti-Spyware tool is only part of SecNet 5.0.

There is no such functionality implemented into
SecNet at this point in time.

There is no such functionality implemented into
SecNet at this point in time.

There is no such functionality implemented into
SecNet at this point in time.

There is no such functionality implemented into
SecNet at this point in time.

The installation of any Firewall and/or Anti-Virus
with real time scan will slightly impact the
performance of downloads.

The SecNet software explicitly asks the user to
remove any other Anti-Virus from the machine upon
activation of the SecNet Anti-Virus.

The SecNet software explicitly asks the user to
remove any other Anti-Virus from the machine upon
activation of the SecNet Anti-Virus.

The SecNet software explicitly asks the user to
remove any other Anti-Virus from the machine upon
activation of the SecNet Anti-Virus.

The SecNet software explicitly asks the user to
remove any other Anti-Virus from the machine upon
activation of the SecNet Anti-Virus.

GSS recommends any user using SecNet to
remove or disable any other Firewall installed onto
there system.

GSS recommends any user using SecNet to
remove or disable any other Firewall installed onto
there system.

GSS recommends any user using SecNet to
remove or disable any other Firewall installed onto
there system.

GSS recommends any user using SecNet to
remove or disable any other Firewall installed onto
there system.

SecNet will start and operate without an internet
connection however content can not be updated
and tools can not be activated.

Statement could be clarified
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PR51

PR52

PR53

PR54

PR55

PR56

PR57

PR58

The product will support the operation of the
Outlook Express mail client version 4.x or later
The product will support the operation of the
Netscape Messenger mail client version 4.x or
later

The product will support the operation of the
Outlook mail client version 98 or later

The product will support the operation of the
Eudora mail client version 3.x or later

The product will support the operation of a
web mail client

The product will support the operation of the
Trillian Instant Messaging client

The product will support the operation of
previously installed firewall software

The product will support the operation of
previously installed Antivirus software.

Anti-Virus Requirements

AVO1

AV02

AV03

AV04

AV05

AV06

AVO7

AV08

AV09

AV10

AV11l

AV12

AV13

AV14

AV15

AV16

AV17

AV18

AV19

AV20

The anti virus product must detect all virus
threats.

The anti virus product must remove all viruses
found.

The anti virus product must support system
wide scans.

The anti virus product must automatically
check for updates every three hours.

The anti virus product must provide a detailed
report once the scan is complete.

The anti virus product must support
scheduling.

The anti virus product must support incoming
anti virus scanning for the Netscape
Messenger mail client

The anti virus product must support incoming
anti virus scanning for the Outlook Express
mail client

The anti virus product must support incoming
anti virus scanning for the Outlook mail client

The anti virus product must support incoming
anti virus scanning for the Eudora mail client

The anti virus product must support outgoing
anti virus scanning for the Netscape
Messenger mail client

The anti virus product must support outgoing
anti virus scanning for the Outlook Express
mail client

The anti virus product must support outgoing
anti virus scanning for the Outlook mail client

The anti virus product must support outgoing
anti virus scanning for the Eudora mail client

The anti virus product must support the
scanning of compressed files

The anti virus product must support the

scanning of instant message attachments

The anti virus product must display the date
and time of the last update

The anti virus product must display the date
and time of the last scan

The anti virus product must support the
scanning of individual files.

The anti virus product must support the
scanning of email attachments

The GSS software will work with
Outlook Express 4.x and later C

The GSS software will work with
Netscape Messenger 4.x and later C
The GSS software will work with

Outlook 98 and later o}
The GSS software will work with
Eudora 3.x and later o}

The GSS software will allow the

user to access their web mail

account e.g. Hotmail, Lepton,

Yahoo etc. C

GSS software must work with

Trillian Instant Messaging. C
The GSS software will not impact
previous functionality of firewall
software. C
The GSS software will not impact
previous functionality of Antivirus
software C

The GSS anti-virus software will
detect all virus threats to the users
machine. C

The GSS anti-virus software will
remove all virus threats from the
users machine.

The GSS anti-virus software will

have the ability to scan the user's
entire machine. C
The GSS anti-virus software will
automatically check for updates C
The GSS anti-virus software will
provide the user with a detailed
report once the scan completes.
The GSS anti-virus software must
allow the user to schedule regular
scans. Cc

(]

The GSS anti-virus software must
scan incoming email messages in

the Netscape Messenger mail client
version 4.x and later. C
The GSS anti-virus software must
scan incoming email messages in

the Outlook Express mail client
version 4.x and later. C
The GSS anti-virus software must
scan incoming email messages in

the Outlook mail client version 98
and later. C
The GSS anti-virus software must
scan incoming email messages in

the Eudora mail client version 3.x
and later. C

The GSS anti-virus software must
scan outgoing email messages in

the Netscape Messenger mail client
version 4.x and later. C
The GSS anti-virus software must
scan outgoing email messages in

the Outlook Express mail client
version 4.x and later. C
The GSS anti-virus software must
scan outgoing email messages in

the Outlook mail client version 98
and later. C
The GSS anti-virus software must
scan outgoing email messages in

the Eudora mail client version 3.x
and later. C
The GSS anti-virus software must
support the scanning of

compressed files. C
The GSS anti-virus software must
support the scanning of instant
message attachments. (¢}

The GSS anti-virus software must
display the date and time the
product automatically updated. C

The GSS anti-virus software must
display the date and time the
product performed it's last scan.  C

The GSS anti-virus software must
support the scanning of individual
files defined by the user. C
The GSS anti-virus software must
support the scanning of email
attachments. C

Requirement met.

Requirement met.

Requirement met.

Requirement met.

Requirement met.

Incomplete.

Misleading requirement.

Misleading requirement.

Feature Not Supported.

Feature Not Supported.

Requirement met.

Requirement met.

Requirement met.

Not supported in version 4.2.x

Not supported in version 4.2.x

Not supported in version 4.2.x

Not supported in version 4.2.x

Not supported in version 4.2.x

Feature Not Supported.

Feature Not Supported.

Feature Not Supported.

Feature Not Supported.

Requirement met.

Feature Not )

SecNet will co-exist with the application however
SecNet will not interfere with the application (ex.
SecNet will not block ads displayed in the
application.)

GSS recommends any user using SecNet to
remove or disable any other Firewall installed onto
there system.

The SecNet software explicitly asks the user to
remove any other Anti-Virus from the machine upon
activation of the SecNet Anti-Virus.

An Anti Virus software can only properly protect
against threats it knows about. If the definition file is
not up to date with the specific information about
the threat no Anti Virus can guarantee the
protection. (The virus being too recent or the user
not updating the definition file.)

An Anti Virus software can not remove all threats
from a users machine. Some virus infections can
only be removed trough specific tools. Some files
can not be disinfected after being infected by a
virus and must be deleted instead.

or more frequent

The functionality in only present in version 5 and
above.

The functionality in only present in version 5 and
above.

The functionality in only present in version 5 and
above.

The functionality in only present in version 5 and
above.

The functionality in only present in version 5 and
above.

SecNet is not scanning outgoing e-mails at this
point in time.

SecNet is not scanning outgoing e-mails at this
point in time.

SecNet is not scanning outgoing e-mails at this
point in time.

SecNet is not scanning outgoing e-mails at this
point in time.

Note: A compressed file can only be scanned if it's
not encrypted (password protected).

SecNet is not supporting the scanning of instant
at this time.

Requirement met.

Requirement met.

Not supported in version 4.2.x

Not supported in version 4.2.x

The functionality in only present in version 5 and
above.

The functionality in only present in version 5 and
above.

OK

OK

OK

OK

OK

NS

NS

OK

OK

OK

NS

NS

NS

NS

NS

NS

NS

NS

NS

OK

NS

OK

OK

NS

NS



The anti virus product must allow the user to
Av21 view the results of the last scan

The anti virus product must support the
AV22 scanning of read only files

The anti virus product must support the
AV23 scanning of hidden files

The user must be able to disable the anti-
AV24 virus product

The anti virus product must provide the user

with options for what to do when a virus is
Av25 found

The anti virus product must allow the user to
AV26 customize the update schedule

Firewall Requirements

The firewall product must detect unauthorized
FWO01 connections to the users PC in real time

The firewall product must warn users when
FWO02 programs are trying to send information

The firewall product must produce a detailed
FWO03 report of all blocked intrusions

The firewall product must support
FWO04 customizable features

The firewall product must support automatic
FWO05 updates

The user must be able to disable the firewall
FWO06 product

The user must be able to allow a program to
FWO07 access the internet

The user must be able to block a program from
FWO08 accessing the internet.

The user must be able to customize the
FWO09 firewall rule set.

Anti-Spyware Requirements

The anti spyware product must detect
ASO01 spyware programs.

The anti spyware product must remove
AS02 spyware programs from the users machine

The anti spyware product must detect in
AS03 memory spyware programs in real time.

The anti spyware product must provide a
AS04 detailed log on each piece of spyware found.

The anti spyware product must provide detailed
threat information on all spyware programs found
ASO05  on the users machine.

The anti spyware product must support
AS06 scheduling.

The anti spyware product must support
AS07 automatic updates.

Popup Blocker Requirements

The pop-up blocker product must block pop-
PBO1 up ads.

The pop-up blocker product must block pop
PB02 under ads.

The pop-up blocker product must block
PB03 banner ads.

The pop-up blocker product must block
PB04 animated ads.

The pop-up blocker product must block tile
PBO5 ads.

The pop-up blocker product must be user
PB06 customizable.

The user must be able to disable the pop-up
PBO7 blocker product.

The user must be able to disable the Ad
PBO08 Blocker product.

The GSS anti-virus software must
allow the user to view a report of

the last scan performed. C
The GSS anti-virus software must
support the scanning of read only
files C
The GSS anti-virus software must
support the scanning of hidden

files. C

The GSS anti-virus software must
allow the user to disable it. o}
The GSS anti-virus software must
provide the user with options when
avirus is detected. o}

The GSS anti-virus software must
provide the user with options to
schedule automatic updates. C

The GSS firewall software must
detect unauthorized connections in
real time. C

The GSS firewall software must
notify the user when programs
attempt to send information. C

The GSS firewall software must
provide the user with a log of
blocked intrusions to their system. C
The GSS firewall software must
provide the user with options to

customize their settings. C
The GSS firewall software must
automatically update C
The GSS firewall software must
allow the user to disable it. C

The GSS firewall software must

allow programs defined by the

user to access the Internet Cc
The GSS firewall software must

block programs defined by the

user from accessing the internet. C
The GSS firewall software must be
user customizable. C

The GSS anti-spyware software

must be detect spyware

applications on the users machine. C
The GSS anti-spyware software

must be remove spyware
applications from the users

machine.

The GSS anti-spyware software

must be detect in memory spyware
applications on the users machine

in real time. C
The GSS anti-spyware software

must create a report displaying all
spyware applications found on the
users machine.

The GSS anti-spyware sottware

must create a report displaying the
relevant threat information for all
spyware applications found on the
user's machine. C
The GSS anti-spyware software

must allow the user to define an
execution schedule. o}
The GSS anti-spyware software

must update the users machine
automatically. C

The GSS pop-up blocker software
must block pop-up ads from
appearing on the user's machine. C

The GSS pop-up blocker software
must block pop under ads from
appearing on the user's machine. C

The GSS pop-up blocker software
must block banner ads from
appearing on the user's machine. C

The GSS pop-up blocker software
must block animated ads from
appearing on the user's machine. C
The GSS pop-up blocker software
must block tile ads from appearing
on the users machine.

The GSS pop-up blocker software
must allow the user to customize
features. C

The GSS pop-up blocker software
must allow the user to disable it. C
The GSS ad blocker software must
allow the user to disable it. C

Requirement met.

Requirement met.

Requirement met.

Incomplete.

Misleading requirement.

Requirement met.

Requirement met.

Incomplete.

Requirement met.

Requirement met.
Feature Not Supported.

Requirement met.

Requirement met.

Requirement met.

Requirement met.

Not supported in version 4.2.x

Not supported in version 4.2.x

Not supported in version 4.2.x

Not supported in version 4.2.x

Not supported in version 4.2.x

Not supported in version 4.2.x

Not supported in version 4.2.x

Requirement met.

Requirement met.

Requirement met.

Requirement met.

Requirement met.

Requirement met.

Requirement met.

Requirement met.

Only the real-time portion of the AV can be
disabled. The manual scan will only function if the
user explicitly starts it.

The Anti Virus will automatically take action when it
detects an infected file.

This is configurable in the Firewall. If the always
allow or always block option is selected for the
given application the user will not be prompted to
take action.

The SecNet Firewall is not supporting this feature at
this point in time.

The Anti Spyware tool is only present in SecNet for
version 5 and above.

The Anti Spyware tool is only present in SecNet for
version 5 and above.

The Anti Spyware tool is only present in SecNet for
version 5 and above.

The Anti Spyware tool is only present in SecNet for
version 5 and above.

The Anti Spyware tool is only present in SecNet for
version 5 and above.

The Anti Spyware tool is only present in SecNet for
version 5 and above.

The Anti Spyware tool is only present in SecNet for
version 5 and above.
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PB09

PB10

PB11

The GSS pop-up blocker software

The pop-up blocker product must display user- must display user defined pop-up

defined pop-ups.

The ad blocker product must display user-
defined ads.

The ad blocker product must support
automatic updates.

Privacy Manager Requirements

PMO1

PMO02

PMO03

PM04

PMO05

PMO06

The privacy manager product must scan
outgoing communications for embedded user
information.

The privacy manager product must stop user
information from being sent without user
consent.

The privacy manager product must allow for
customization of cookie control.

The privacy manager product must remove
browser history.

The privacy manager product must remove
browser cache.

The privacy manager product must remove
browser cookies.

Parental Control Requirements

PCO1

PC02

PC03

PC04

PCO05

PC06

PCO7

PCO08

PC09
PC10

PC11

PC12

PC13

PC14

PC15

PC16

PC17

PC18

PC19

The parental control product must control the
type of content that can be accessed.

The parental control product must control
specific sites that can be accessed.

The parental control product must block
personal information from being sent while
browsing.

The parental control product must produce a
detailed report of visited sites.

The parental control product must provide a
detailed report of attempted access to blocked
sites.

The parental control product must support
adding a usage schedule.

The parental control product must support
locking internet access from defined users.

The parental control product must support the
design of custom use policies.

The parental control product must support the
implementation of custom use policies.

The user must be able to disable the parental
control product.

The user must be able to set a password for the
parental control product.

The user must be able to change the password for
the parental control product.

The user must be able to add sites to the
blocked list.

The user must be able to remove sites from
the blocked list.

The user must be able to add sites to the
approved list.

The user must be able to remove sites from
the approved list.

The parental control product must support
removing a usage schedule.

The parental control product must support the
editing of a usage schedule.

Form Filler Requirements

FFO1

FF02

FFO3

FFO4

The form filler product must encrypt user
information for automatic population of online
forms

The form filler product must store encrypted
user information for automatic population of
online forms.

The user must be able to disable the form filler
product.

The form filler product must support updates.

ads. C

The GSS ad blocker software must
display user-defined ads. C
The GSS ad blocker software must
support automatic updates. C

The GSS privacy manager software
must scan outgoing

communications for user

information. C

The GSS privacy manager software
must get user permission before
sending user information

The GSS privacy manager software
must allow the user to customize
cookies e.g., allow session only
cookies but disable persistent
cookies. C
The GSS privacy manager software
must allow the user to delete
browser history C
The GSS privacy manager software
must allow the user to delete
browser cache. C
The GSS privacy manager software
must allow the user to delete
browser cookies. C

The GSS parental control software
must allow the user to customize

the type of content that can be
accessed. C

The GSS parental control software
must allow the user to customize
the type url's that can be accessed.

(e}

The GSS parental control software
must not allow user information to
be broadcast while browsing.

The GSS parental control software
must log visited sites. C

(e}

The GSS parental control software
must produce a report of

attempted access to blocked sites. C
The GSS parental control software
must allow the user to set up
internet usage schedules. C
The GSS parental control software
must allow the user to block

defined users. C
The GSS parental control software
must allow the user to customize
policies. C
The GSS parental control software
must allow the user to implement
custom use policies. C

The GSS parental control software
must allow the user to disable it.
The GSS parental control software
must allow the user to set a
password. C
The GSS parental control software
must allow the user to change the
password. C
The GSS parental control software
must allow the user to add sites to
the blocked list. o}

(e}

The GSS parental control software
must allow the user to remove

sites from the blocked list. o}
The GSS parental control software
must allow the user to add sites to
the approved list. C

The GSS parental control software
must allow the user to remove
sites from the approved list.

The GSS parental control software
must allow the user to delete a
usage schedule. C
The GSS parental control software
must allow the user to edit a usage
schedule. C

(e}

The GSS form filler software must
encrypt the user information it

saves. Cc
The GSS form filler software must
store the encrypted user

information. C
The GSS form filler software must
allow the user to disable it. C
The GSS form filler software must
allow the user to update it. C

Misleading requirement.

Misleading requirement.

Requirement met.

Not supported in version 4.2.x

Not supported in version 4.2.x

Not supported in version 4.2.x

Not supported in version 4.2.x

Not supported in version 4.2.x

Not supported in version 4.2.x

Requirement met.

Requirement met.

Misleading requirement.

Misleading requirement.

Requirement met.

Requirement met.

Requirement met.

Feature Not Supported.

Feature Not Supported.
Empty.

Misleading requirement.

Misleading requirement.

Misleading requirement.

Requirement met.

Requirement met.

Requirement met.

Requirement met.

Requirement met.

Requirement met.

Requirement met.

Requirement met.
Requirement met.

Requirement met.

The displaying of Pop-ups can be enabled on a per
domain bases, not specific to a single pop-up on a
domain.

The ads are blocked based on the ad server
running them so the entry for the ad server has to
be erased in order for the user to see the ad.

The Privacy Manager tool is only present in SecNet
for version 5 and above.

The Privacy Manager tool is only present in SecNet
for version 5 and above.

The Privacy Manager tool is only present in SecNet
for version 5 and above.

The Privacy Manager tool is only present in SecNet
for version 5 and above.

The Privacy Manager tool is only present in SecNet
for version 5 and above.

The Privacy Manager tool is only present in SecNet
for version 5 and above.

The function of the Parental Control is to block
content and not make the users browsing private
(anonymous).

The Parental Control will only report sites that
where blocked not all sites that where visited.

The user has no control over the type of content
that will be filtered out (sex, gambling, ...).

The user has no control over the type of content
that will be filtered out (sex, gambling,

In the case where a password is set the user will
only be able to disable the Parental Control if he
enters the password.

The password in SecNet is set for all the tools not
for the Parental Control in particular.

The password can be changed but it is set for all
the tools not for the Parental Control in particular.
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FF05

FF06

The form filler product must allow the user to
fill out and save personal information.

The form filler must allow the user to save
login information to online sites.

Keyword Alert Requirements

KAOL

KA02

KA03

The keyword alert product should allow the
user to add keywords.

The keyword alert product should allow the
user to delete keywords.

The keyword alert product should warn users
when outgoing communication contains
defined keywords.

Cookie Manager Requirements

CMO01

CMO02

CMO03

CMO04

CMO05

CMO06

CMO07

The cookie manager product must allow the user to
schedule how frequently cookies are deleted.

The cookie manager product must allow the user to
select which cookies are deleted.

The cookie manager product must display a
list of all cookies.

The cookie manager product must delete
cookies from user defined domains on
shutdown.

The user must be able to define domains in
the cookie manager product.

The user must be able to remove domains
from the cookie manager product.

The user must be able to disable the cookie
manager product.

Performance Requirements

P001

P002

P003
P004

P005

P006

P007

P008

P009

P010

PO11

P012

P013

P014

P015

The download of the GSS product must not
degrade system performance.

The installation of the GSS product must not
degrade system performance.

Running the GSS product must not degrade
system performance.

The GSS pop-up blocker product must improve
page-loading speed once enabled.

Enabling the GSS anti-virus product must not
degrade system performance.

Performing a system scan with the GSS anti
virus product must not degrade system
performance.

Enabling the GSS firewall product must not
degrade system performance.

Enabling the GSS parental control product
must not degrade system performance.

Enabling the GSS pop-up blocker product
must not degrade system performance.

Enabling the GSS ad blocker product must not
degrade system performance.

Enabling the GSS pop-up blocker and ad blocker

product must not degrade system performance.

Enabling the GSS keyword alert product must not
degrade system performance.

Enabling the GSS form filler product must not
degrade system performance.

Enabling the GSS anti-spyware product must not
degrade system performance.

The GSS form filler software must
let the user save personal
information.

The GSS form filler software must
allow the user to save login
information to online sites.

The GSS keyword alert software
must allow the user to save add
keywords.

The GSS keyword alert software
must allow the user to save delete
keywords.

The GSS keyword alert software
must notify the user when
outgoing communications contain
defined keywords.

The GSS cookie manager software
must allow the user to schedule
deletion of cookies.

The GSS cookie manager software
must allow the user to define
which cookies are deleted.

The GSS cookie manager software
must display a list of all cookies on
the user machine.

The GSS cookie manager software
must delete defined cookies on
shutdown.

The GSS cookie manager software
must allow the user to specify
domains.

The GSS cookie manager software
must allow the user to remove
domains.

The GSS cookie manager software
must allow the user to disable it.

The GSS software install must not
have a negative impact on the
user's machine.

The execution of GSS software
must not have a negative impact
on the user's machine.

The GSS pop-up blocker software
must speed up page load times for
sites with pop-ups once it has
been enabled.

Enabling the GSS anti-virus
software download must not have
a negative impact on the user's
machine.

Performing a scan with the GSS
anti-virus software must not have
a negative impact on the user's
machines system performance.
Enabling the GSS firewall software
must not have a negative impact
on the user's machines system
performance.

Enabling the GSS parental control
software must not have a negative
impact on the user's machines
system performance.

Enabling the GSS pop-up blocker
software must not have a negative
impact on the user's machines
system performance.

Enabling the GSS ad blocker
software must not have a negative
impact on the user's machines
system performance.

Enabling the GSS pop-up and ad
blocker software must not have a
negative impact on the user's
machines system performance.

Enabling the GSS keyword alert
software must not have a negative
impact on the user's machines
system performance.

Enabling the GSS form filler
software must not have a negative
impact on the user's machines
system performance.

Enabling the GSS anti-spyware
software must not have a negative
impact on the user's machines
system performance.

C

[}

Requirement met.

Requirement met.

Requirement met.

Requirement met.

The keyword alert only support certain protocols
(HTTP, SMTP, IRC and NNTP). The keyword alert
Misleading requirement. will not work for ICQ for example.

Requirement met.

Requirement met.
The Cookie manager will only display and handle
the cookies for Internet Explorer. Other cookies that
may be on the machine are not handle trough the
Misleading requirement. SecNet Cookie Manager.

Requirement met.

Requirement met.

Requirement met.

Not supported in version 4.2.x  This functionality is only present in SecNet 5.0

Requirement met.

Requirement met.
The installation of any software including a Firewall
and Antivirus will impact system performance. A
reasonable impact upon the system needs to be
established in order to be able to verify this
Incomplete. requirement.
Empty.
The page-loading speed with the pop-up blocker
will only increase in the case where the page
contains pop-up ads. In this case the page-loading
Incomplete. speed is improved.
The enabling of the real time scanning of any
Antivirus will impact system performance. A
reasonable impact upon the system needs to be
established in order to be able to verify this
Incomplete. requirement.

Running a system scan with any Anti Virus product
will impact system performance. A reasonable
impact upon the system needs to be established in
Incomplete. order to be able to verify this requirement.
Running any Firewall product will impact system
performance. A reasonable impact upon the
system needs to be established in order to be able
Incomplete. to verify this requirement.
Running the SecNet Parental Control will not
impact system performance but will decrease the
browsing speed a little due to the content analysis
done on the page or the URL in case it's a known
Incomplete. site.

Requirement met.

Requirement met.

Requirement met.

Running the SecNet Keyword Alert will not impact

system performance but will decrease the browsing

speed a little due to the content analysis done on

HTTP, IRC, SMTP and NNTP connections to warn
Incomplete. user about potential privacy concerns.

Running the SecNet Form Filler will not impact

system performance but will decrease the browsing

speed a little due to the content analysis done on
Incomplete. HTML pages in order to detect forms.

The Anti Spyware tool is only present in SecNet for
Not supported in version 4.2.x  version 5 and above.

Not clear on measurement and
scope
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P016

P017

Enabling the GSS privacy manager product
must not degrade system performance.

Enabling the GSS cookie manager product
must not degrade system performance.

Enabling the GSS privacy manager
software must not have a negative
impact on the user's machines
system performance.

Enabling the GSS cookie manager
software must not have a negative
impact on the user's machines
system performance.

C

Not supported in version 4.2.x

Requirement met.

The Privacy Manager tool is only present in SecNet
for version 5 and above.
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